Nerdesin Ey Referer
Bedirhan Urgun, Aralik 2009, WGT E-Dergi 3. Say1

http://www.webguvenligi.org web sitesini acip okuyan bir kullanici, sayfa icindekie-
dergi linkine tikladiginda http://dergi.webguvenligi.org sitesine yapilacak HTTP GET istegi
asagidaki gibidir.

GET /default.aspx HTTP/1.1

Host: dergi.webguvenligi.org

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.9.0.15)
Gecko/2009101601 Firefox/3.0.15 (.NET CLR 3.5.30729)

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8

Accept-Language: en-us,en-gb;q=0.7,tr;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: 1SO-8859-1,utf-8;9=0.7,*;9=0.7

Keep-Alive: 300

Proxy-Connection: keep-alive

Referer: http://www.webguvenligi.org/

Bu HTTP GET isteginde Referer [1] bashiginin degeri kullanicinin dergi.webguvenligi.org
adresine giderken, aslinda www.webguvenligi.org adresini kullandigini anlatmaktadir. Bu
basligin sagladigi faydalara veya zararlara birden fazla perspektiften bakabiliriz;

1. Web Sitesi Yoneticileri: Referer baslgi web site yoneticilerine sayfalarini ziyaret eden
kullanicilarinin hangi kaynaklardan geldiklerini gosterir. Bu da sitenin ziyaret sayisini
ve performansini arttirmalari icin cok dnemli bir bilgidir.

2. Kullanicilar: Referer bashgi tarayici tarafindan otomatik olarak isteklere eklendiginden
kullanicilarin hangi siteyi ziyaret ederken yonlendirildikleri hedef siteye gonderilmis
olur.

3. Saldirganlar: Zararl linklerini (CSRF/XSS/Koti amagli iframeler/.) koyduklari sayfalari
ziyaret eden kullanicilar, hedef siteye linklere tiklayarak veya otomatik olarak
yonlendirildiklerinde kaynak web siteleri Referer basligl sayesinde hemen
yakalanabilir.

4. Gelistiriciler: Artik cok iyi bilinse de, gelistiriciler bazi yetkilendirme kontrollerini bu
bashgin degerini kullanarak gerceklestirilebilirler. CSRF kontrolleri [2] de bu kullanim
alanlarina bir 6rnektir.

Bu vyazida Referer HTTP bashginin tarayici tarafindan isteklere otomatik olarak
eklenmesini 6nleyecek veya 6nlemeye yetmeyecek tekniklerden bahsedilecektir.

meta refresh

Literatirde en ¢ok bahsedilen teknik olarak HTML meta elementi géziikmektedir. Meta
elementi Refresh degeri ile kullanildiginda url parametresindeki deger tarayici tarafindan
istendiginde Referer bagligl HTTP istegine eklenmeyecektir. Onemli bir not, meta elementi
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sadece head elementi icinde degil body elementi icinde de kullanildiginda tarayicilar
tarafindan calistirilabilmektedir.

HTML

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
<html>
<head>
<meta http-equiv="refresh" content="0;url=http://www.webguvenligi.org/" />
<title>
</title>
</head>
<body>
Meta Refresh Referer Stripping
</body>
</html>

HTTP iSTEK

GET /HTTP/1.1

Host: www.webguvenligi.org

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.9.0.15)
Gecko/2009101601 Firefox/3.0.15 (.NET CLR 3.5.30729)

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8

Accept-Language: en-us,en-gb;q=0.7,tr;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: 1SO-8859-1,utf-8;9=0.7,*;9=0.7

Keep-Alive: 300

Connection: keep-alive

iframe

Tarayicl bir st kapsamin adresini kullandigindan iframe kullanilarak Referer basliginin
kaldirilmasi mimkiin olmamaktadir.

HTML

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
<html>

<head>

<title></title>

</head>

<body>

<iframe src="http://www.webguvenligi.org/" />

</body>

</html>

Web Giivenlik Toplulugu | www.webguvenligi.org


http://www.webguvenligi.org/
http://www.webguvenligi.org/

HTTP iSTEK

GET /HTTP/1.1

Host: www.webguvenligi.org

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.9.0.15)
Gecko/2009101601 Firefox/3.0.15 (.NET CLR 3.5.30729)

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8

Accept-Charset: 1SO-8859-1,utf-8;9=0.7,*;9=0.7

Keep-Alive: 300

Connection: keep-alive

Referer: http://www.attacker.com/metarefresh/second.html

javascript

script HTML elementinin farkh sekillerde kullanilmasi ile Referer énlenmesi pek mimkin
goziikmemektedir.

HTML 1

<script src="http://www.webguvenligi.org/"></script>

HTML 2

<script>

var i = new Image();

i.src = "http://www.webguvenligi.org/";
</script>

HTML 3

<script>
document.write("<img src="http://www.webguvenligi.org/' />");
</script>

HTML 4
<iframe src="javascript:document.location="http://www.webguvenligi.org/" />
HTTP iSTEK

GET /HTTP/1.1

Host: www.webguvenligi.org

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.9.0.15)
Gecko/2009101601 Firefox/3.0.15 (.NET CLR 3.5.30729)

Accept: */*

Accept-Language: en-us,en-gb;q=0.7,tr;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;9=0.7
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Keep-Alive: 300
Connection: keep-alive
Referer: http://www.attacker.com/metarefresh/third.html

javascript + iframe + biraz sihir

iframe ve script elementleri ile yapamadigimizi ikisini farkh bir sekilde birlestirerek
yapabilmemiz mimkin olabilmektedir. (setTimeout metodunu kullanmak gerekli gézlkiiyor)

HTML

<iframe src="javascript:t=setTimeout('i=new
Image();i.src=\'http://www.webguvenligi.org/\",1000);" />

HTTP iSTEK

GET /HTTP/1.1

Host: www.webguvenligi.org

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.9.0.15)
Gecko/2009101601 Firefox/3.0.15 (.NET CLR 3.5.30729)

Accept: image/png,image/*;q=0.8,*/*;9=0.5

Accept-Language: en-us,en-gb;q=0.7,tr;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: 1SO-8859-1,utf-8;9=0.7,*;9=0.7

Keep-Alive: 300

https -> http

Kaynak sayfa HTTP'den farkl bir protokole sahipse (HTTPS/DATA/FTP/.) tarayicilar Referer
bashgini eklememektedir. Burada sadece HTTPS kaynagi 6rneklenmistir.

Kaynak: https://www.webguvenligi.org
Hedef: http://dergi.webguvenligi.org/default.aspx

HTTP iSTEK

GET /default.aspx HTTP/1.1

Accept: */*

Accept-Language: en-gb,tr;q=0.5

UA-CPU: x86

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 2.0.50727; .
3.0.4506.2152; .NET CLR 3.5.30729; MS-RTC LM 8)

Host: dergi.webguvenligi.org

Proxy-Connection: Keep-Alive
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xhr

AJAX ile yapilan isteklerde de Referer bashginin otomatik olarak eklenmesi s6z konusudur.
Kaldi ki Same Origin Policy [3] nedeniyle baska bir domain'e istek yapmak yasaklanmistir.

HTML

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional //EN">
<html>
<head>
<title></title>
</head>
<body>
<script type="text/javascript">
var xmlhttp;
function loadXMLDoc(url)

{
xmlhttp=GetXmlHttpObject();

xmlhttp.open("GET",url,true);
xmlhttp.send(null);
}

function GetXmIHttpObject()
{

}
loadXMLDoc("http://www.attacker.org/");
</script>

</body>
</html>

HTTP iSTEK

GET /HTTP/1.1

Host: www.attacker.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.9.0.15)
Gecko/2009101601 Firefox/3.0.15 (.NET CLR 3.5.30729)

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8

Accept-Language: en-us,en-gb;q=0.7,tr;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;9=0.7,*;9=0.7

Keep-Alive: 300

Connection: keep-alive

Referer: http://www.attacker.com/metarefresh/fourth.html

Web Giivenlik Toplulugu | www.webguvenligi.org


http://www.attacker.org/
http://www.attacker.com/
http://www.attacker.com/metarefresh/fourth.html

flash

Same Origin Policy XHR'e gbre daha az kisitlayici olsa da Flash ile yapilan isteklerde de
Referer basliginin otomatik olarak eklenmesi s6z konusudur.

ACTIONSCRIPT

<?xml version="1.0" encoding="utf-8"?>
<mx:Application xmlIns:mx="http://www.adobe.com/2006/mxml" layout="absolute"
initialize="redirect()">
<mx:Script>
<|[CDATA[
import flash.net.navigateToURL;

private function redirect() :void{
var request:URLRequest = new URLRequest();
request.url = "http://www.webguvenligi.org/";
navigateToURL(request, " _top");
}
11>
</mx:Script>
</mx:Application>

HTTP iSTEK

GET /HTTP/1.1

Host: www.webguvenligi.org

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.9.0.15)
Gecko/2009101601 Firefox/3.0.15 (.NET CLR 3.5.30729)

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8

Accept-Language: en-us,en-gb;q=0.7,tr;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;9q=0.7,*;9=0.7

Keep-Alive: 300

Connection: keep-alive

Referer: http://www.attacker.com/metarefresh/refresh/refresh.html

hiderefer / unrefer

Referer bashgini  otomatik olarak eklemeyi onlemenin diger bir y6ntemi
de hiderefer.com ve unrefer.com gibi sitelerdir. Temelinde meta refresh teknigini kullansalar
da bu da digerlerinden farkl bir teknik olarak anlatilabilir.
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HTML

<title>HideRefer.com Anonym Link</title>
<meta http-equiv="refresh" content="1; URL=http://www.webguvenligi.org/">
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">

HTTP iSTEK

GET /HTTP/1.1

Host: www.webguvenligi.org

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.9.0.15)
Gecko/2009101601 Firefox/3.0.15 (.NET CLR 3.5.30729)

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8

Accept-Language: en-us,en-gb;q=0.7,tr;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: 1SO-8859-1,utf-8;9=0.7,*;9=0.7

Keep-Alive: 300

Proxy-Connection: keep-alive

hiderefer.com Tarafindan Kullanilan HTML

<iframe src="http://hiderefer.com/?http://www.webguvenligi.org/" />

Bu gibi servisleri ve teknikler kullanildiginda dikkat edilmesi gereken bir nokta vardir. Eger
hedef sitesi framebusting kodu kullaniyorsa, iframe veya frame ile acilan sayfada bu kod
parcasi calisacak ve hedef siteye yapilan ikinci istekte Referer basligi tekrar eklenecektir. Bu
kapsamda Referer HTTP bashiginin kullanicinin tarayicisindan ¢ikmamasi icin en iyi yollar
meta refresh, https->http gibi gbziikmektedir.

Referanslar

[1] http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html
[2] http://seclab.stanford.edu/websec/csrf/
[3] https://developer.mozilla.org/en/Same origin policy for JavaScript
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